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NMoNUTUKa OAHOIO M TOro >XKe NPOoOUCX0XAeHus

MonMTMKa 04HOr0 U TOrO XK€ UCTOYHUKA — 3TO KPUTUYECKN Ba)KHbI MexaHn3M 6e3onacHoCTH,
KOTOprVI OrpaHN4YnBaEeT B3aMMoOencrene OOKYMEHTa Un CcueHapu4d, 3arpy>xeHHoro n3 ogHoro
NCTOYHUKa , C PECYPCOM U3 APYroro NCTo4YHnKa.

9T0 nomoraeT U30a1MpoBaTh NOTEHLMNANIbHO BPELOHOCHbIE AOKYMEHTbI, YMEeHbLUAs BO3MOXHbIE
BEKTOpPbl aTak. Hanpumep, OH He N03BONSAET BPeLOHOCHOMY Beb-canTy B IHTepHeTe 3anyckaTh JS B
bpaysepe 015 YTEHUA OAaHHbBIX U3 CTOPOHHEN CNy>Xbbl BEO-MOYTHI (B KOTOPYIO BXOAWUT MOJIb30BaTEb)
WV BHYTPEHHEN CeTM KOMMaHuM (KoTopas 3allmiieHa oT NpsIMOro A0CTyna 3/10yMblLIEHHUKA C
nomoLlblo He nMes nybanyHoro IP-agpeca) v nepefasas 3TU AaHHbIE 3/I0YMbILLNEHHUKY.

OnpepeneHue NPoucxoXxaeHus

NBa URL-afpeca nmeoT 0AMHAKOBOE MPOUCXOXAEHNE, €CNN NPOTOKOJ , NOPT (€CAnN yKa3aH) 1 XoCT
0AMHaKOBbI N5 060MX. Bbl MOXeTe YBUAETL 3TO KakK «KOPTEX CXEMbI/XOCTa/MOpTa» UAK NPocTo
«KOpTex». («kKopTexx» — 3T0 Habop 3/1eMeHTOB, KOTOPblE BMeCTe COCTaBAAT Lesioe — obLias
thopma onsg OBOMHOIr0, TPOMHOIO, YETBEPHOrO, MATEPHOIrO U T. 4.)

B cnepytowien Tabnmue npmeBeneHsl NpuMepbl CpaBHEHNS nponcxoxaeHnsa ¢ URL-agpecom
http://store.company.com/dir/page.html:

URL-appec Ucxop, MpuuuHa
http://store.company.com/dir2/other.html To xe npoucxoxaeHue |ToJIbKO MyTb OT/INYAETCH
http://store.company.com/dir/inner/another.html|To »xe nponcxoxaeHne [ToNbKO NyTb OT/IMYAETCSH
https://store.company.com/page.html OTka3 [pyron npoTokon
http://store.company.com:81/dir/page.html OTka3s e'n%;g:HnmorgTaigt:l%g:%O)
http://news.company.com/dir/page.html OTka3s Apyron xocT

YHacnepoBaHHOe NPOUCXOXAOeHue

CkpunThl, BbINOSIHAEMbIe Ha cTpaHunuax ¢ URL-agpecom about:blank unm javascript:,
HacsegyloT UCTOYHMK OOKYMeHTa, cogepxkalero 3ToT URL-agpec, nockonbKy 3T Tunel URL-agpecos
He cogep»aT UHgpopmaLum 06 NCXOQHOM cepBepe.

Hanpumep, about:blank 4acTto ncnone3syetcs kak URL-agpec HOBbIX NYCThIX BCMJIbIBAOLLMX OKOH, B
KOTOpPbIE POANTENLCKUA CKPUMT 3annCbIBAaeT KOHTEHT (HanpuMep, Yepes MexaHun3m
Window.open()). ECiv 3To BCN/ibiBaloLLEE OKHO TaKXe COAEepPXUT JavaScript, 3ToT cueHapum
yHacnenyeT TO Xe NPOUCX0XAEHME, YTO U CLLeHApPUI, KOTOPLIN ero co3aan.

data: URL-agpeca nony4atoT HOBbIN, MYCTON KOHTEKCT Be30nacHoOCTW.
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MpoucxoxpeHue pannos

software:development:web:docs:web:security:same-origin_policy http://www.book51.ru/doku.php?id=software:development:web:docs:web:security:same-origin_policy

CoBpeMeHHble Bpay3epbl 06bIYHO paccMaTPUBAIOT MPOUCXOXAEHNE (DANOB, 3arpy>KaeMbiX C
ncrnonb3osaHnem file:/// cxembl, Kak HENPO3payHOe NPOUCXOXAEHME . DTO 03HAYaeT, YTO ecu
thann BkntoYaeT B ceba gpyrue annbl U3 TOM Xe nanku (CKaxkem), He npeanonaraeTcs, YTO OHM
MNPOUCXOLAT U3 TOr0 XKe UCTOYHMKA U MOryT Bbi3BaTb owmnbku CORS.

ObpaTunTe BHUMaHKe, 4TO B cneumndukaumm URL yka3zaHo, 4TO NponcxoxxaeHune dannoB 3aBUCUT OT
peannsaumm, n HekoTopble bpay3epbl MOTYT pacCMaTpMBaTh Palisibl B OLHOM M TOM XXe KaTasiore uim
noZKaTasiore Kak MmetoLwmne 04MHaKoBOE NPONCX0XKAEHNE, faXKe eC/IN 3TO UMeEeT NocaeacTBMA Ans
6e3onacHoOCTH .

N3MeHeHUe NpoucxoXxaeHus

MpenynpexaeHune. ONucaHHbIN 34eCb NOAX0A, (C NCMOb30BaAHNEM

document.domainycTaHOBLLMKA) YCTapen, NOCKOJIbKY OH NoApbIBaeT 3aLlluTy

L Be3onacHocTK, obecneymBaemyto TON XKe MONTUKON NPOUCXOXKAEHNUS, U YCIIOXKHAET
MOAEeNb MPONCX0XXAeHUs B bpay3sepax, 4TO NPpMBOAMT K NpobnemMam COBMECTUMOCTU 1
owwnbkam besonacHoOCTH.

CTpaHuLa MOXET U3MEHUTb CBOE MPONCXOXAEHNE C HEKOTOPLIMM OrpaHuYeHnsaMmn. CLueHapuii MoXeT
YCTaHOBUTL 3Ha4YeHne document.domain ans cBOero TeKyLIero JoMeHa Uan cynepioMeHa CBOero
TeKyllero JomeHa. Ecnm ycTaHOBNEH CynepAoMeH TeKyLlero goMeHa, 6onee KopoTKuiA cynepaoMeH
NCMOJIb3YETCA A1 MPOBEPOK TOM0 XKE NMPOUCXOXKAEHUS.

HanpumMep, NpeanonoXxmM, 4To CLLeHapun n3 4oKyMeHTa at
http://store.company.com/dir/other.html BeinoNHAET cnenytowee:

JS

document.domain "company.com"

[Mocne 3TOro CTpaHMLa MOXET NPOUTU NPOBEPKY TOM0 XKE NPOUCXOXKAEHNUS C NOMOLLLIO
http://company.com/dir/page.html(npu ycnosuwm, 4t1o http://company.com/dir/page.html gns
Hee ycTaHoBneHOo document.domain 3Ha4yeHne «company.com», 4Tobbl yKa3aTb, YTO OHa XefnaeT
3TO pa3peLwwmnTb - cM. document.domainLoNoAHUTENbHYIO NHGOPMaLno). OgHaKo He company . com
y0asioCb YCTAHOBUTL , MOCKOJIbKY 3TO He CynepLoMeH
.document.domainothercompany.comcompany.com

Homep nopTa nposepseTcsa 6pay3epom oTaenbHoO. Jlilobon BbizoB document . domain, BkAoYas
document.domain = document.domain, NnpuBOAUT K Nepe3anucu HoMepa nopta Ha null.
CnepoBaTesibHO, HEBO3MOXXHO NOroBOPMTL company . com: 8080, company . Ccom TOJIbKO YCTaHOBMB
document.domain = «company.com» nepsoe. OH Oo/KeH BblTb YCTaHOBNEH B 060mx, 4Tobbl 06a
HoMmepa nopToB 6bin null.
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MexaHu3M UMeeT HeKOTOpble orpaHuyeHns. Hanpumep, oH BbigacT «SecurityError»
DOMException, ec/iv BKOYEH UM LOKYMEHT HaXo4UTCA B M30JIMPOBAHHOM NPOrpamMMHON cpeje , 1
N3MEHeHNe NCTOYHUKA TaknM 06pa3om He BANSET Ha NPOBEPKU MPONCXOXKAEHUS, UCMONb3YyeMble
MHornmu Beb-API (Hanpumep , , , ). bonee NOAHbLIN CNNCOK CnyyYaeB cH0S MOXKHO HANTK B
Document.domain > OTka3bl. document-domain Permissions-Policy <iframe> localStorage indexedDB
BroadcastChannel SharedWorker

MpumeyaHue. Mpu ncnonb3osaHum document.domain cybaomeHa ana goctyna K
CBOEMY POAUTENbCKOMY 3/IeMeHTY Heobxoammo ycTaHoBuTb document.domain ogHO u
TO )€ 3Ha4YeHMe Kak B pOOUTESIbCKOM JOMEHE, Tak 1 B cybaomeHe. 3To Heobxoaumo,
[LaXke ec/iv nNpu 3TOM POANTENbCKMIA AOMEH BO3BPALLAETCS K MCXOAHOMY 3HAYEHMIO.
HeBbinosiHeHNe 3Toro TpeboBaHNs MOXXET NPUBECTU K OLLIMOKaM pa3peLleHns.

L] 1
.

JocTyn K CeTu U3 pa3HbiX UICTOYHUKOB

MonnMTuKa O4HOro 1 TOro XXe UCTOYHUKA KOHTPOJInpYeT B3aMMOLeNCTBE MexXay ABYMS pa3HbIMU
MCTOYHUKaMK, HanpuMmep, Koraa Bbl ncnosb3yete XMLHttpRequest nnn <img> snemMeHT. 3TK
B3aUMOLeNCTBNS 0ObIMHO OeNATCA Ha TPU KaTeropuu:

e 3anuncb MeXAay UCTOYHUKaMM 0ObIYHO pa3peLleHa. MNpumepamm ABASIOTCA CCbIIKK,
nepeHanpassieHnsa 1 oTnpaskun opM. HekoTopble HTTP-3anpockl TpebyloT npeaBapuTesibHON
NMPOBEPKMU.

e O6bIYHO [,OMNYCKAETCA BCTPaMBaHME NepeKPecTHOro NPoMCxoxxaeHns . (Mpumepsbl
nepevncieHsl HUXxe.)

e YTeHune 13 nepekpecTHOro NCTOYHMKa 0bbIYHO 3anpeLLeHo, HO AOCTYN A1 YTEHUS YacTo
TepaeTcs 13-3a BHeapeHnda. Hanpumep, Bbl MOXKeTe NpoYnTaTh pa3Mepbl BCTPOEHHOIO
n306paxeHuns, 4encTBMA BCTPOEHHOIro CKpMNTa UM 4OCTYNHOCTb BCTPOEHHOI0 pecypca.

BOT HECKO/IbKO NPUMEPOB PECYPCOB, KOTOPbIE MOrYT BblTb BCTPOEHbI M3 Pa3HblX MCTOYHMKOB:

e JavaScript c <script src=«.»></script>. NoapobHOCTN CUHTAKCMYECKUX OLLINBOK
LOCTYMHbl TONIbKO A1 CLLeHapueB TOro XXe NPOUCXOXAEHNS.

e CSS npumensetcs ¢ <link rel=«stylesheet» href=«..»>. W3-3a CMAr4YeHHbIX NpaBun
cnHTakcmca CSS gna CSS ¢ nepekpecTHbIM NPOUCX0XKAeHNEM TpebyeTca NpaBu/bHbIN
Content-Type 3aronoBok. bpay3epsl 610KMpYOT 3arpy3Ky Tabavubl CTUNEN, €Cnn 370
3arpysKa 13 pasHbIX UICTOYHMKOB, rae Tun MIME HeBepeH 1 pecypcC He HaYMHaAeTCa C
LONYCTUMON KOHCTpyKLuMK CSS.

e 1306paxkeHuns, oTobparkaemble <img>.

e CMW vrpatoT <video> u <audio>.

e BHellHMe pecypcbl, BCTPOEHHbIe B <object> n <embed>.

e LpnTel, NpyMeHeHHble ¢ nomolbio @font-face. HekoTopele bpay3epbl AonyckaloT
MCNOSb30BaHUe WPUGTOB N3 Pa3HbIX UCTOYHUKOB, Apyrue TpebyoT Ncnoib30BaHUs WPUGTOoB
OLHOr0 N TOr0 Xe NPOUCXOXKAEHNS.

e Bce, 4To BCTpoeHO B <iframe>. CanTbl MOryT Ucnosib3oBaTb X-Frame-Options 3aronoBok ans
npenoTBpaLeHns (pernMoB U3 pa3HbIX UCTOYHUKOB.
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Kak pa3spewuTb A0CTYyNn U3 Pa3HbIX UCTOYHUKOB

Ncnonb3ynTte CORS, 4Tobbl pa3pewmnTb AOCTYN U3 pa3HbiX UCTOYHMKOB. CORS — 3T0 YyacTb HTTP,
KOTOpas MO3BONSET CepBepaM yKasblBaTb Jilobble Apyrue XoCThl, C KOTOPbLIX Bpay3ep A0/KeH
pa3pellaTb 3arpy3Ky KOHTeHTa.

Kak 3a0n10KupoBaTbh AOCTYN U3 pa3HbIX NICTOYHUKOB

e Y106bI NPEfOTBPaTUTb 3aMNCb U3 Pa3HbIX MCTOYHUKOB, MPOBEPbTE HeyraAaHHbI TOKEH B
3anpoce, M3BECTHbIN KaK TOKeH MexcanToBon nogaenku 3anpoca (CSRF) . Bbl A0/KHbI
3anpeTuTb YTeHMe CTPaHWL, N3 NepPeKPeCcTHOro NCTOYHUKA, KOTOPLIM TpebyeTcs 3TOT TOKEH.

e YT0bObI NPefoTBPaTUTL YTEHNE pecypca 13 NepekpecTHOro NCTOYHUKa, ybeamnTech, YTo OH He
fBNSieTCA BCTpamBaeMbiM. YacTo bbiBaeT HeobxoaMMO NpefoTBPaTUThL BHEAPEHMNE, NOCKOIbKY
npv BHeAPEeHUN pecypca Bcera npoucxoanT yTeyka HEKOTOPON MH(OPMaLIUK O HEM.

e YT06bI NPeaoTBPaTUTL BCTPaMBaHME U3 pa3HbIX UCTOYHMKOB, ybeanTech, 4TO Ball pecypc He
MOXET OblTb UHTEPMPETMPOBAH KaK OAMH U3 BCTpauBaeMbiX (DOPMaTOB, NEPEYNCSIEHHbIX BbILLE.
Bpay3epbl MOryT He y4nTbiBaTb Content-Type3arosioBok. Hanpumep, ecnv Bbl yKaxeTe
<script> Ter Ha HTML-gnokymeHT, Bpay3ep nonbiTaeTcs npoaHanusnposaTb HTML Kak
JavaScript. Ecniv Baw pecypc He fBAsSieTCA TOMKOMN BXOJa Ha Ball CailT, Bbl TAKXe MOXeTe
ncnonb3oBaTb TokeH CSRF ons npefoTepalleHns BHeLpeHUS.

Aoctyn K APl cueHapueB 13 pa3HbIX MICTOYHUKOB

API JavaScript iframe.contentWindow, Takune kak window.parent, window.open, n window.opener
NMO3BOJIAIOT OOKYMEHTaM HanpsAMyto CCbIIaTbCa APYr Ha Apyra. Korfha ABa AOKYMEHTa MMEKT pa3Hoe
NPOUCXOXAEHME, 3TN CCbIIKM 06ecneynBatoT 04eHb OrpaHMYeHHbIN 40CTYN K o6bekTam Window n
Location, Kak onncaHo B cnefyowmx AByX pasgenax.

Ana CBA3M MexAy OOKYMEeHTaMU U3 pa3HblX UCTOMHUKOB MCNob3ynTe window.postMessage.

Cneundukaums: HTML Living Standard § O6bekTbl NepekKpecTHOro NPONCXoXK4eHNS.
Window

Pa3speweH cneayowmin 4OCTYN U3 pa3HbIX UCTOYHMKOB K 3TUM WindowCBONCTBaM:

MeTo bl

window.blur
window.close
window.focus
window.postMessage

ATpubyTbl
window.closed |TosnbKO YyTeHue.
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window.frames

TonbKO YTeHue,

window.length

TonbKO YTeHue,

window.location

Yutanm nuwn.

window.opener

ToNbKO YTeHwMe.

window.parent

TonbKO YTeHue,

window.self

ToNbKO YTeHue.

window.top

ToNbKO YTeHwue.

window.window

TonbKO YTeHue,

HekoTopble Bpay3epbl pa3peLlaoT AOCTYN K 60/blUeMY KOIMYECTBY CBOWCTB, YEM YKa3aHO BbiLLE.

PacnonoxeHue

Pa3speweH cneayowmn goctyn K Location ceoncTtBaM 13 pasHbliX NCTOYHUKOB:

MeTonbl

e |ocation.replace

ATpunbyThI

location.href |Toano 3anunch.

HekoTopble Bpay3epbl pa3peLlaoT AOCTYN K 60/blUeMY KOIMYECTBY CBOWCTB, YEM YKa3aHO BbiLLE.

ﬂ,OCTyﬂ K XPaHUJINWYy AaHHbIX U3 Pa3HbIX UCTOYHUKOB

JoCTyn K faHHbIM, XpaHALLMMCS B Bpay3epe, TakuM Kak Beb-xpaHuauiie n indexedDB, pa3aeneH no
NCTOYHMKY. KaXKablih ICTOYHUK MOJTy4YaeT cBoe COBCTBEHHOE OTAENbHOE XpaHWauLLE, 1 JavaScript B
OJIHOM UCTOYHMKE HE MOXXET YNTaTb UM 3aNnCbiBaTh B XpaHUNLLE, MPpUHaAIexallee Apyromy

NCTOYHUKY.

®ansnbl cookie MCNOAb3YIOT OTAENbHOE ONpefesieHne NponucxoxaeHuns. CTpaHmLa MoxXeT YCTaHOBUTb
thann cookie pns ceoero cobCTBEHHOro AOMEHa Uan Ntboro poanTeNbLCKOro AOMEHA, eCn
POANTENLCKMI OOMEH He aBaseTca 0bwenocTynHbiM cyddukcom. Firefox n Chrome ncnonbsytoT
Cnmcok obwenocTynHbIX CydurKcos , 4Tobbl onpeaennTb, ABASETCA N AOMEH 06Lea0CTyNHbIM
cydukcom. Koraa Bbl yCTaHaBAMBaeTe (hana cookie, Bbl MOXKETE OrpaHNYnUTb ero AOCTYMHOCTb C
nomotubto gnaros Domain, Path, Secureun HttpOnly. Korna Bbl YynTaeTe gann cookie, Bbl He MOXeETe
BUAETH, rae OH bbii ycTaHOBEH. [laxe eC/in Bbl UCMOJIb3yeTe TOJIbKO H6e30nacHble coeMHeHUs
https, niobon ann cookie, KOTOPLIA Bbl BUAUTE, MOT BbITb YCTAHOBJIEH C UCMNOJIb30BAHNEM
Hebe3onacHOro coefnHeHus.
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